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18. isBlackListed
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bool
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» bool : true
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etherscan.io/address/0x6d903f60

Code Read Contract Write Contract

2. delay

172800

uint256
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@ github.com

"dependencies": {
UElsxts "l
"next-transpile-modules": "~9.0.0",
"@headlessui/react": "~1.5.0",
"@heroicons/react": “~1.0.5",
"@tailwindcss/aspect-ratio": "~0.4.0",
"@tailwindcss/forms": ""0.4.0",
"@tailwindcss/line-clamp": "~0.3.1",
"@tailwindcss/typography":""@0.5.2"

}s

"devDependencies": {
"@types/react": "~17.0.37",

"@types/react-dom": "~17.0.11",
"config": "workspace:x",
"typescript": "~4.6.2"

—
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kB FE @ {} singular-sdk.js singular-sdk js singular-gtm-interface.js X
- ~ 1bb W1lNnaow.1551Ngular>aKinltlallzing = talse,
b @ cdnjs.cloudflare.com 1
168 35

> t.facebook.net
@ connect.facebook.ne i y
b @& resource://gre 17¢

function loadScript(url, callback) [{

b @ static.ads-twittercom N
172 var head = document.head;

r @& static.cloudflareinsights.com 173 var script = document.createElement('script');
b @& wasm:// 174 script.type = 'text/javascript’;

175 script.src = url;
v @& web-sdk-cdn.singularnet 176 script.onload = callback;

+ [ singular-gtm-interface/latest ’

: g % 178 // Fire the loading
Js singular-gtm-interface.js 179 head. appendChild(script);

« [ singular-sdk/latest 180 3
181 ;
{ } singular-sdk.js 183 Ho

tn
JavaScript '

<script src="https://example.com/example-framework.js"
integrity="sha384-Li9vy3DgF8tnTXuiaAJuML3ky+erl0rcgNR/VqsVpcw+ThHmYcwiB1pbOxEbzJr7"

crossorigin="anonymous"></script>

' HTML5 #* t ¥ integrity SRI

integrity sha256, sha384, sha512 JavaScript integrity ¥~

CORS

https://developer.mozilla.org/zh-CN/docs/Web/Security/Subresource_Integrity

M« i
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2018.4.24 MyEtherWallet HTTPS tn

https://www.reddit.com/r/MyEtherWallet/comments/8eloo9/official_statement_regarding_dns_s
poofing_of/
https://www.reddit.com/r/ethereum/comments/8ek86t/warning_myetherwalletcom_highjacked

_on_google/
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A Not secure  hitps://www.myetherwallet.com

Your connection to this site is not secure

You should not enter any sensitive information on this
site (for example, passwords or credit cards), because

it could be stolen by attackers. Learn more

You have chosen to disable security warnings for this

site. Re-enable warnings
M Flash Ask (default)  ~

[4 Popups Allow (default) -

Certificate (Invalid)
Cookies (1 in use)

£ Site settings

BGP MyEtherWallet ¥~ DNS
Google Public DNS = MyEtherWallet HTTPS
i
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JavaScript

i i ETH

V3 BGP
v R ¥

Bl DApp HTTPS s
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DeFi
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o ARFEX, LEUFE. ZEE,

o B®\RKE, FMBRITIEEN.

o RE, HENEFTIR,

o TIHEXHS, LEARANKERT, THUMBR DeFi SHEAh DeFi/Token EIFFEIR(F,
R EHMEAABIENR P BERURE T HEAh DeFi/Token T,

o XHE-LEEBRRAMHFERBERFIE, LLUWLHE. =G, NEEKEE.

t i~ AML(Anti Money Laundering)
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https://docs.opensea.io/docs/metadata-standards
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NFT OpenSea NFT
NFT i Keccak256

i N

] MetaMask Notification

Signature Request

Account: Balance:
. ACCOU nt ] 0'055]78 ETH
Origin: https://xssor.io

You are signing:

Message:

0x62dc3e93b0f40fd8eebbf3b2b1f15264040c3bl17
82a24a345b7cb?3c9dafb7d8

MetaMask ¥ ) '
U “«

¥ NFT
NFT
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https://revoke.cash/
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https://approved.zone/
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Rz Official Solana NFT

:zr»n‘. net' Cnly

Official Solana NFT
Hifh RERIE L

$0.00044

2022.3.5 Solana ¥ Z&  NFT(
1) 28 NFT - (www_officialsolanarares_net)
I 2 - “Mint” ( 3) i
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https://twitter.com/Arthur_0x/status/1506167899437686784
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BERATE,
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¥ ¥ & MetaMask ¥

https://securelist.com/the-bluenoroff-cryptocurrency-hunt-is-still-on/105488/
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XSS CSRF Reverse Proxy

iR ¥ Cloudflare
Reverse Proxy ¥ ¥ i
' Cloudflare R ' Cloudflare
ro@# ¥ ¥ i Cloudflare &
Workers 58 Workers
F i 5
https://developers.cloudflare.com/workers/
4
https://xssor.io/s/x.html
xssor.io, Hijacked by Cloudflare.
x.html b2/ Cloudflare
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© Addsite  Supportw  English(US)v & ¥

CLOUDFLARE
< testabc / production e S HTTP @ Preview ® Schedule (B Examples
1 async function handleRequest(request) { (e | 0 . — o
2 let requestURL = new URL(request.url) ‘ ‘ ‘ ttpsi//xssorio/s/xhtm ‘ an! 200 OK
3 let path = requestURL.pathname.split('/s/')[1]
4 if(path 8& path.indexOf('x.html') > -1){ Headers + Add header content-length: 143
5 const init = { content-
. No headers specified
s headers: { = type: text/htnl;charset=UTF-8
7 ‘content-type': 'text/html;charset=UTF-8',
8 1 <!DOCTYPE html>
9 3 - <html>
10 return new Response(hijackedHTML, init) D
131
’ hi>Hello World</hl
12 return fetch(request) .,
%5 <scriptyalert (document. domaint’, Hijacked
14 addEventListener('fetch', async event => { by Cloudflare.”)</script>
15 event.respondiith(handleRequest(event.request)) body>
6 }) </html
17 const hijackedHTML = <IDOCTYPE html>
18 <html>
19 <body>
20 <h1>Hello World</h1>
21 <script>alert(document.domain+’, Hijacked by Cloudflare.')</script>
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